ABSTRACT The problem of distributed fault detection and isolation is investigated for heterogeneous discrete-time multi-agent systems with disturbances. A full-order observer is designed at a special agent to monitor its neighbour agents using local information. Via the technology of linear matrix inequalities, the sufficient conditions are given to ensure the estimation-error residual is robust to the disturbances. By utilizing the full-order observer, detection of the fault occurring at a single agent can be handled. At last, numerical simulations are employed to verify the effectiveness of the theoretically analyzed results.
I. INTRODUCTION
Multi-agent systems (MAS's) are vulnerable to faults and attacks from the network. This is because the structure of an MAS is distributed, and there is no a centralized entity to monitor the states of the entire system. The fault or the attack occurring at an agent might spread to other agents through the special communication topology of the MAS, i.e., a faulty agent might jeopardize the performance of the entire system. Because MAS's have broad applications in many key areas, such as in automotive control systems [1] , unmanned aerial vehicles [2] , [3] , electric power systems [4] , sensor networks [5] , and so on, the subject of fault detection and isolation (FDI) of MAS's is becoming a very important and promising area.
During the past decades, FDI has received great attention and achieved significant progress; many results can be seen in [6] - [8] and references therein. However, most of the existing results on FDI are developed for centralized systems where the states of all the subsystems are available. Consequently, it is difficult to directly apply them to MAS's because they are are typical distributed systems and not all measurements are available to each agent. Therefore, distributed FDI schemes should be proposed to address the FDI for the MAS's.
In recent years, distributed FDI for MAS's has been an active topic, and various distributed FDI schemes have been reported. In [9] , Sundaram and Hadjicostis investigated a graph-theoretic solution to address the FDI for MAS's with a broadcast model of communication. In [10] and [11] , an FDI scheme based on sliding observer was proposed to deal with the FDI of the MAS's. In [12] , an actuator FDI filter was developed to detect the faults in unmanned vehicles systems. In [13] , two different monitors were designed to fulfill the FDI for cyber-physical systems with external attacks. In [14] , based on the technology of unknown-input observers, a novel distributed FDI scheme was constructed for interconnected systems with perfect communication. A similar method was used to address the FDI for those MAS's with uncertain models in [15] . The problems of FDI for nonlinear MAS's were considered in [16] - [18] .
On the basis of the above review, there are some limitations on the distributed FDI for MAS's. First, references [9] - [18] consider the FDI for the MAS's only with homogeneous dynamics rather than heterogeneous dynamics. However, the dynamics of agents might be different in practice considering the various restrictions [19] - [21] . Second, the impacts of disturbances is not considered in [9] - [17] . However, in practice, the disturbances are inevitable and might lead to false alarms by the FDI. Third, in [9] - [18] only continuous-time MAS's are considered for the purpose of FDI. However, in real-world applications, many MAS's are modeled into discrete-time dynamics [22] , [23] . Recently, Shi et al. [24] investigated the distributed FDI for discrete-time MAS's with measurement noises using the optimal robust observer approach, but all dynamics of the agents are homogeneous. Davoodi et al. [25] proposed a distributed FDI methodology for a heterogeneous MAS; however, all dynamics of the agents are in continuous time. To the best of our knowledge, there are no open reports on the distributed FDI for heterogeneous discrete-time MAS's with disturbances.
According to the above discussion, we consider the problem of distributed FDI for heterogeneous discrete-time MAS's with disturbances. First, the problem of FDI for heterogeneous discrete-time MAS's with disturbances is formulated; the disturbances in the MAS's are considered as a non-linear unknown and bounded function. Compared with the existing work [9] - [18] , [24] , the model we are considering is much more general. Second, a full-order observer is constructed at a special agent to monitor its neighbour agents using local information. The sufficient conditions for ensuring robustness of the FDI residual to the disturbances are derived based on the linear matrix inequalities. Third, via the full-order observer, a distributed FDI scheme is proposed to carry out the FDI for a single faulty agent. Compared with results in [25] , the main difference is that we construct observers only at special agents to fulfill the FDI for the entire heterogeneous MAS in this paper, rather than construct observers at each agent. This is because each agent can carry out FDI for its neighbour agents by using the FDI scheme proposed this paper, but the FDI scheme proposed in [25] can perform FDI only for single agent. Finally, numerical simulations are provided to demonstrate the effectiveness of the theoretical FDI strategies.
II. PROBLEM STATEMENT
Let G = (V , E, A) denote the weighted graph of a network with N interconnected systems, where V = {υ 1 , υ 2 , · · · , υ N } denotes the set of nodes, E ⊆ V × V denotes the edge set of the graph, A = [a ij ] is the weighted adjacency matrix, where
Considering a heterogeneous MAS consisting of z secondorder agents and n − z first-order agents. For simplicity, let 
The dynamics of second-order agents with additive faults and nonlinear disturbances can be written as
where
and v i (k) denote the position state and the velocity state of the second-
is an additive non-linear disturbance which may be caused by the nonlinearity and the uncertainty. The dynamics of firstorder agents with additive faults and non-linear disturbances can be written as
In (1) and (2), T is the sample period,
is the fault signal, and u i (k) (i = 1, 2, · · · , n) is the consensus protocol described as
where k 1 > 0 and k 2 > 0 are the feedback gains.
In this paper, the case that there is only one faulty agent is considered in the MAS's. Without loss of generality, the following assumptions are given Assumption 1: There is a fault in agent ς. Assumption 2:
Remark 1: Assumption 2 characterizes the class of the disturbances under consideration. The bound on the disturbances is needed for deriving the sufficient condition that can VOLUME 4, 2016 eliminate the influences of the disturbances on the result of FDI. Several examples of distributed systems with bounded unknown disturbance have been considered in literature, and more detailed information can be seen in [17] , [18] , and [26] .
Note that each agent in the network can update its information according to the consensus protocol and can exchange information with its neighbour nodes, thus we can choose a specific agent to monitor the states of its neighbour agents. Hence, the dynamics of the MAS based on the measurements available to agent i can be written as
is the local measurements at agent i, and C i is the measurement matrix with full row rank, which is composed of some special rows of an identity matrix with n+z dimensions.
The following lemmas will be used. Lemma 1 [27] : For any given matrices C and E,
is a general solution of the equation HCE −E = 0 if and only if rank(CE) = rank(E), where (CE) + is the Moore-Penrose inverse of CE, and X is an arbitrary matrix with appropriate dimension. Lemma 2 [28] : For any x ∈ R n and y ∈ R n , the following matrix inequality holds:
where δ is a positive constant.
III. MAIN RESULTS
For convenience of analyzing, we rewrite system (5) as follows
where q ς is the ςth column of matrix Q, Q −ς is the matrix of Q after removing q ς , f ς (k) is the fault at agent ς, and F −ς (k) is the matrix of F(k) after removing f ς (k).
We now construct a full-order observer at agent i (i ∈ N ς )
whereX iς (k) ∈ R n+z is the estimate of X (k) ∈ R n+z with respect to agent ς , Z iς (k) ∈ R n+z is the state vector of the observer, F iς , K iς , T iς , and H iς are the parameter matrices to be designed. Let ε iς (k) = X (k) −X iς (k) denote the estimation error and r iς (k) = C i ε iς (k) be the residual vector. The estimation error and the residual can be derived from (8) and (9)
In order to eliminate the effects of f ς (k) on the estimation error, we can choose
where 0 n+z is a zero vector with n + z dimensions.
Remark 2:
From the above definition of the vector q ς and the local measurement matrix C i , it can be obtained that rank(C i q ς ) = rank(q ς ) since there is a row that is equal to q T ς in C i . According Lemma 1, there exists a solution of H iς , i.e., (11) is feasible.
Assumption 1 implies that f ς (k) = 0 and F −ς (k) = 0. Then, (10) can be reorganized as follows
Now, we are ready to present the main results of this paper. Theorem 1: Consider a heterogeneous MAS described by (8) with a fault at the agent ς. The residuals described by (12) is not influenced by f ς (k) and robust to the disturbances if the following conditions hold
and there exist a matrix P = P T > 0 and a matrix Q as well as a positive constant δ such that the following linear matrix inequality holds
{β i }, and O is a zero matrix with appropriate dimension.
Proof: For simplicity, let (11) and (13)- (17) into (10) results in
Considering a Lyapunov function candidate
where P T = P > 0 is a positive define symmetric matrix with appropriate dimension.
Then, the difference of the Lyapunov function candidate at two adjacent sampling instants can be calculated as follows
With the aid of (19), (21) can be expanded as
It is worth noting that
Assumption 2 and (22) imply that
where β = max i=1,2,··· ,n {β i }.
Since P T = P, then the following can be obtained
. (25) Combining (24) and (25) into (22), we have
The above equation can be rewritten as
The above derivation and statement indicate that
< 0 and ε(k) = 0. Using the Schur complement, (18) can be obtained. This completes the proof.
Similar to the result in [18] , the parameter matrices F iς , K iς , T iς , and H iς can be obtained by the following algorithm 1.
Algorithm 1 The Algorithm of Designing the Parameter Matrices
Step 1: Using Lemma 1, the solution of (11) can be obtained as follows
where (C i q ς ) + is the Moore-Penrose inverse of C i q ς , X is an arbitrary matrix with appropriate dimensions, and I is an identity matrix with appropriate dimensions.
Step 2: Calculate T iς by (16).
Step 3: Substituting H iς and T iς into (18), P, Q, and δ can be found. Because Q = PK iς 1 ,
Step 4: Substituting H iς and K iς 1 into (13) and (15), F iς and K iς can be found.
Step 5: End.
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Using the above algorithm, a bank of observers similar to (9) can be constructed at agent i to monitor the adjacent agents. Meanwhile, a set of residuals r ij for all j ∈ N i can be obtained from these observers. The above analysis shows that any residual r iς is not influenced by agent ς (ς ∈ N i ) and sensitive to agent j (j ∈ N i \{ς }). Therefore, agent ς can be declared to have a fault if the following condition holds r iς < θ, ∀ς ∈ N i and r ij > θ, ∀j ∈ N i \{γ } (28) where θ is the designated threshold.
Remark 3: Some factors should be comprehensively considered to choose the threshold θ such as false detection rates, the effects of uncertain dynamics and noises, and so on. In this paper, the selection of threshold θ is beyond the focus of this work, it is therefore not further discussed. The detailed designation method about threshold θ can be found in [29] and references therein.
Remark 4: The FDI scheme proposed in this paper is a distributed strategy. By constructing a bank of observers as described in (9), each agent can monitor the states of its neighbour agents. Obviously, if we construct such observers at each agent, the FDI for the entire system can be implemented. But, it will place heavy computational burden on the whole system. Hence, it is necessary to select the set of the observer agents, which can guarantee that each agent in the MAS can be monitored by at least one neighbor agent. The problem of selecting the set of the observer agents can be transformed into the optimization of the network coverage. This problem will be investigated in our future research.
Remark 5: To fulfill the FDI for agent ς , we need to construct at least two different observers at agent i (i ∈ N ς ). That means that every agent should have at least one neighbour agent. That is, for any faulty agent ς , there exists agent i ∈ N ς satisfying |N i | ≥ 1. More detailed information can be seen in [14] , [15] , and [18] .
Under the assumption that there is a single faulty agent ς (ς ∈ N i , i ∈ V ) in the MAS, the FDI strategy for agent ς can be implemented through the following algorithm 2.
Algorithm 2 A Distributed FDI for Agent ς
Step 1: Construct a bank of observers according to (9) at agent i (i ∈ N ς ), and compute the parameter matrices using Algorithm 1.
Step 2: For any j ∈ N i , compute the FDI residual r ij .
Step 3: If r ij < θ, ∀j ∈ N i , then no faults exist in the MAS. If r ij ≥ θ, ∀j ∈ N i , then there might be faults at agent l ∈ V \N i . Return to Step 2.
Step 4: If r iς < θ, ∀ς ∈ N i and r ij > θ, ∀j = ς ∈ N i , then a fault has occurred at agent ς . Agent i will send an alarm to its neighbour agents, and the faulty agent ς will be isolated from the MAS. Return to Step 1.
Remark 6:
The distributed FDI proposed in this paper is applicable only to the case that there is only one faulty agent in the MAS, i.e., for any agent i (i ∈ V ), if there is at most one fault in the neighbour set N i , the FDI can be performed by constructing a bank of observers at agent i (i ∈ V ). The case for multiple faulty agents in the neighbour set N i is not considered and will be discussed in our future research.
IV. SIMULATIONS
In this section, a heterogeneous MAS with two second-order agents 1 and 2 as well as two first-order agents 3 and 4 are considered; their topology graph is shown in Fig. 1 . Without loss of generality, it is assumed that the weights of all edges are 1, and the initial states of four agents are chosen as
and p 4 (0) = 3. The disturbances are given as Two fault scenarios are considered to illustrate the effectiveness of the proposed distributed FDI scheme.
Scenario 1: A fault occurs at a first-order agent. In this situation, it is assumed that the fault occurs at agent 3, and the fault is chosen as a square wave which is shown in Fig. 2 . We then construct a bank of observers as described in (9) at agent 2 and calculate the parameter matrices using Algorithm 1. The result of FDI is presented in Fig. 3 where r 21 , r 23 and r 24 denote the residual signals generated by the observers; they are not influenced by the fault of agent 1, agent 3 and agent 4. If the threshold is chosen as θ = 5, then r 21 > 5, r 23 < 5, and r 24 > 5 when kT > 2. According the FDI criterion described in (28) , the agent 3 is thought to have a fault. In other words, the fault occurring at agent 3 can be detected by agent 2.
Scenario 2: A fault occurs at a second-order agent. We assume that the fault occurs at agent 2 and the fault is chosen as f 2 (kT ) = 1 + 0.9 (kT −10) . We then construct the observers as described in (9) at agent 1, and the parameter matrices can be calculated using Algorithm 1. Fig. 4 shows the result of the residuals generated by the observers where r 12 and r 13 represent the residuals that are not influenced by the faults at agent 2 and agent 3, respectively. If the threshold is chosen as θ = 1, then r 12 < 1 and r 13 > 1 when kT > 10. Hence, agent 2 is thought to have a fault.
V. CONCLUSION
In this paper, a distributed FDI strategy for discrete-time heterogeneous MAS's subject to disturbances is considered. First, an observer is constructed at an agent to monitor its neighbour agents using its the local information. The most important advantage of the designed observer is that it is robust to nonlinear disturbances. Second, a distributed FDI scheme is proposed based on the observers where the faulty agent can be detected by its neighbour agents. In this pwork, we consider the case that only one agent suffers from the fault in the MAS. However, the situation that multiple agents simultaneously are faulty in the MAS is more practical and challenging. Hence, the FDI for MAS's with multiple faulty agents will be investigated in our future efforts.
